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Abstract

This paper describes an assembly-language type system capable of ensuring memory safety in the presence of
both heap and stack allocation. The type system uses linear logic and a set of domain-specific predicates to specify
invariants about the shape of the store. Part of the model for our logic is a tree of “stack tags” that tracks the
evolution of the stack over time. To demonstrate the expressiveness of the type system, we define Micro-CLI, a
simple imperative language that captures the essence of stack allocation in the Common Language Infrastructure. We
show how to compile well-typed Micro-CLI into well-typed assembly.

1 Introduction

The grand challenge for the proof-carrying code paradigm is twofold: to develop an expressive logic for easily speci-
fying and proving properties of low-level programs, and to develop certifying-compiler technology that automatically
generates such proofs from the information embedded in high-level programs. Over the last eight years, tremen-
dous progress has been made, but finding general-purpose logics for specifying memory-management properties and
developing certifying-compiler technology targeting them continues to be problematic.

In this paper, we develop a low-level memory model that treats pointers to heap and stack locations uniformly in
the presence of aliased data structures. Our type system extends previous work on the development of typed assembly
languages [15, 14, 2] by using linear logic and domain-specific predicates to specify preconditions for assembly code.
These preconditions describe the contents and shape of the stack and heap, and provide a safe but flexible way to
allocate, deallocate, reference, and reuse data on the stack. The typing discipline is powerful enough to represent
general stack pointers including pointers that might point into the heap or into the stack.

Defining an expressive type system and testing it on some ad hoc examples does not demonstrate that it is useful
for certifying compilation. It is equally necessary to show that there is an algorithm for generating type-safe low-level
code from type-safe high-level code. To demonstrate that our system does indeed form a foundation for certifying
compilation in the presence of complex and important memory invariants, we define a high-level language called
Micro-CLI, which captures the stack-allocation features found in the Common Language Infrastructure (CLI) [6, 9],
and we give a translation of well-typed Micro-CLI into well-typed assembly code.

This is the first paper (1) to develop a unified low-level memory model for the heap and the stack in the presence
of aliasing, and (2) to give an algorithm for a type-preserving compilation from a language with both heap and stack
allocation to our typed assembly language. Previous work has either developed type (or proof) systems that are too
restrictive to handle important, realistic invariants such as those present in the CLI, or it has not demonstrated any sort
of compiler strategy for generating stack-based proof-carrying code.

1.1 Background and Related Work

Most earlier work on typed assembly language [14] and proof-carrying code [4] allows reasoning about data allocated
in the current stack frame, but not much more. STAL [14] allows pointers deep into the stack, supporting a particular
implementation of exceptions, but its type system is not very polymorphic: STAL distinguishes between stack and



heap pointers and tracks the exact ordering of the stack pointers into the stack. Consequently STAL does not support
general stack allocation.

The logic we develop in this paper unifies a number of independent ideas in the literature. The first idea, which
appears in O’Hearn, Reynolds, and Yang’s separation logic [12, 16, 17, 18], is to use a substructural logic to describe
memory as a collection of disjoint pieces. Guaranteed disjointness allows us to write “strong update” rules—in a
type system, this means that the same piece of memory (say, a stack slot) can have different types at different times.
In earlier work [2, 1], we attempted to use this idea alone to build a general system for assembly-level memory
management. Unfortunately, while the logic is sound and quite flexible, we were unable to use it as a target for
certifying compilation since we could not find a general translation for the types of aliased data structures into the
logic.

Closely related to the work on separation logic is earlier work on alias types [19]. In alias types [19], the capabilities
of locations can be either linear (unaliased) or non-linear (aliased any number of times); strong updates are allowed
only on linear capabilities; invariant updates are allowed on non-linear capabilities. Alias types and separation logic
are incomparable in power as alias types include formulas for aliased memory whereas separation logic contains
implication, disjunction, and other connectives. This paper brings the power of both together in a single system.

In concurrent work, Morrisett et al. [13] have extended alias types in a different direction. They have studied
methods for temporarily breaking the invariant associated with aliased data. Other research along the same line
includes Foster et al.’s restrict primitive [8] and DeLine and Fahndrich’s adoption and focus [7]. All of these efforts
are carried out in a high-level language and do not concern themselves with presenting a uniform model of stack and
heap memory.

A third area of related work includes region-based memory management [20, 3, 5, 11]. In region systems, types are
tagged with the name of the region in which they are allocated. The type system tracks the regions that are currently
live and disallows access to data structures that live in dead regions. Our assembly language employs a variant of
the region idea by tagging descriptions of memory with version numbers, and keeping track of the valid versions.
We do not allow programs to reason about memory using out-of-date descriptions. A crucial difference between our
system and previous region-based systems is that we unify the idea of regions with a low-level model of stack and
heap allocation and aliasing invariants. In order to do so, we use a more elaborate structure, a fag tree, in our memory
model to keep track of the live “version numbers”.

The richest source-level type-safe memory management system we are aware of is Grossman et al.’s Cyclone
language [11, 10]. Cyclone allows data to be allocated on the stack. It uses a region-based type system including an
outlives relation on regions. We can define this outlives relation within our logic, but we need to do more research to
determine if we can compile all aspects of Cyclone’s stack allocation discipline into our assembly language.

2 Informal Development

In this section, we summarize the major technical components that comprise our memory logic.

2.1 The Basic Setup

The first step in our development is to choose a simple way to describe the contents of individual memory locations,
regardless of whether they are on the heap or on the stack. Since the type of the stack changes as the program
progresses, we must use per-program point types for the stack. To unify stack and heap pointers into one framework,
we need per-program point types for the heap as well. The general approach that we will use is to describe the whole
state of the machine with formulas in a substructural logic.

One crucial operator in these logics is the multiplicative conjunction (“star” in the logic of bunched implications,
also called tensor in this paper). The formula F; ® F»> describes a state that can be partitioned into two disjoint parts,
one described by F and one described by F». The formula (¢ = ) describes a store consisting of a single location ¢
that contains a value of type 7; it is also called a linear capability for . Before any dereference/assignment operation
on location ¢, (¢ = T) must be proven, so that we know that the location exists, and for dereference, what its type is.
If the state before an assignment to /¢ is described by (¢ = 71) ® F, then the state after the assignment is described
by (¢ = m2) ® F where 73 is the type of the value stored. We can use this as the basis for a typing rule for store



instructions, and this type of rule is usually called a strong-update rule, as the old type 7; is ignored and completely
replaced by 7o.

2.2 Aliasing of Heap Locations

Formulas involving (¢ = 7) and ® are very precise, but inflexible. Consider a function that takes two integer pointers
as arguments. It might be described with the type V¢1,¢>.( (¢ = int) ® (¢2 = int)) — ---. Now if it is called with the
same pointer, say ¢, for both parameters, then it must be called in a state described by (¢ = int) ® (¢ = int). This
formula is impossible to satisfy as it requires partitioning memory into two disjoint pieces that both have a location ¢
in their domain.

To solve this problem, we adapt the idea of non-linear capabilities from alias types [19] and L2 [13]. We add
a new predicate (frzn ¢ 1), called a frozen or unrestricted capability, which is similar to the linear capability that
describes a location ¢ of type 7. We partition the state into linear and frozen memory. Linear capabilities describe
locations in the linear memory; frozen capabilities describe locations in the frozen memory. The tensor operation
partitions the linear memory between its subformulas, but shares the frozen memory to both subformulas. Thus,
(frzn ¢ 7) ® (frzn £ 7) holds of a state whose frozen memory contains a location £ of type 7. The function above can be
given type V41, £2.((frzn £, int) ® (frzn 2 int)) — - - - and be called with the same pointer for both arguments. To make
unrestricted capabilities safe, we must use an invariant update rule. This rule allows a store to location ¢ in a state
(frzn ¢ ) @ F if the value being stored has type 7, but it does not allow the type of ¢ to be changed. To get unrestricted
capabilities, there is a freezing operation that transfers a location from the linear memory to the frozen memory, and it
takes a state described by (¢ = 7) ® F to one described by (frzn ¢ ) ® F. Once frozen a location stays frozen and its
type cannot change for the remainder of execution.

One technicality is worth noting. Unrestricted capabilities can be duplicated and dropped and thus act like the
unrestricted formula ! F' in linear logic. Since several of our domain-specific predicates have similar properties, we
wrap all of these predicates in the unrestricted connective (!). The duplication and weakening rules for unrestricted
formulas in linear logic take care of the duplicating and dropping of these predicates. So the function above actually
has type V41, £2.(! (frzn £1 int)®! (frzn 42 int)) — - - -

Using unrestricted capabilities and existential quantification, we can express pointer types if we arrange all pointed-
to locations to be in the frozen memory. A pointer to 7 is expressed as 3¢.(S(¢)®! (frzn £ 7)) where S(-) is the singleton
type constructor. This type states both that the value is some location and that the location contains a 7. Note that in
our logic, we use more expressive formulas than just basic types to describe values. Only formulas that do not refer to
linear memory can be used to describe values. We call them pure formulas and denote them by G. In Section 3, we
will introduce the formal syntax of pure formulas.

2.3 Version Numbers for Stack Locations

Unfortunately the idea of unrestricted capabilities cannot be applied to both stacks and heaps in a uniform way. The
problem is that freezing constrains the type of a location for the remainder of execution, but stack frames, in general,
have shorter lifetimes than the rest of execution and are reused. The mechanisms described so far do not allow reuse
of frozen memory.

Consider the operation of allocating an integer cell on the top of the stack. This operation results in memory
described by (r5p = S(£)) ® (£ = int) ® ... where 7, is a register holding the stack pointer. The top of the stack can
be frozen and then passed to a function. In this case, the memory typing becomes (rs, = S(¢)) ®!(frzn £ int) @ .. ..
Now imagine that the function terminates and returns to its caller. The caller would like to reuse the stack and put a
different value into location £. However, the logic described so far does not allow anything other than integers in ¢ for
the remainder of execution. We need the flexibility to freeze a location for some amount of time, but later reuse it in
any way we desire. To achieve this discipline, we introduce a sort of “version numbering” scheme for our locations
that is somewhat reminiscent of region-based type systems.

First, we assume a countably-infinite set of fags ranged over by k. These tags name versions of locations. When a
location is used for the first time or is reused, a new tag is chosen to name that use. The machine state includes a tag
tree that keeps track of all these tags. This tag tree is only used for typing purposes and can be erased in forming an
underlying untyped machine state.
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Figure 1: Example Memory Stack Tag Tree

These tags form a tree due to the LIFO nature of the stack. In the current work, heap cells are not versioned in the
same way that stack cells are, and we assign the special tag H to all heap locations. The bottom (in the sense of the
stacking discipline, often the highest address) of the stack goes through a sequence of versions that we can think of
as the ordered children of H. The second to bottom location goes through a sequence of versions that exist entirely
within the lifetime of the first version of the bottom of the stack, then a sequence of versions that exist entirely within
the lifetime of the second version of the bottom of the stack, and so on. We can think of these versions as the ordered
children of the respective version of the bottom of the stack. In this way, the versions of locations that make up the
stack during program execution form a tree. The right-most spine of the tree contains the tags of the current versions
of locations. In addition, one of these tags is marked as the current top of the stack. When the stack is popped, this
marker is moved to its parent. When the stack is pushed, a fresh tag is selected and is added to the tag tree as the last
child of the current top of the stack, and it becomes the current top of the stack. Figure 1 displays the transformation
of the tag tree and stack during a sequence of push and pop operations. A stack pop occurs between Figure 1(a) and
Figure 1(b). A stack push occurs between Figure 1(b) and Figure 1(c).

Second, unrestricted and linear capabilities include both a tag and a location. For example, ! (frzn k.¢ 7) says that
version & of location £ is frozen at type 7; similarly, (k.£ = 7) holds if location ¢ currently has version &k and holds a
value of type 7. A formula can include unrestricted capabilities with old tags; these formulas describe previous states
of the location but not the current one.

Third, a frozen capability can be used to load from or store into a location only if the tag is the current version
of the location. Even though unrestricted capabilities with old tags still exist in the formula, they cannot be used to
access the locations.

Fourth, our logic includes formulas to reason about which tags are current. In particular, we have the two formulas
first(k) and !(k2=k1+n). The formula first(k) holds if the current top of the stack in the tag tree is k. The formula
!(k2=k1+n) holds if ko appears in the tree as the n-th ancestor of k. Together, first(k1) and !(k2=k1+n) mean that ko
is on the right spine of the tag tree and therefore that it is a current tag.

Using these predicates and existential quantification, we are able to describe data structures that point deep into the
stack. For example, if location k.¢ contains location k:.¢; which is deeper in the stack, and k;.¢; contains an integer,
then formula (frzn k.0 (3zk3xl3In.S(zk.zl)R!(zk=k+n)®! (frzn zk.z¢ int))) describes location k.¢, where k;.¢; and
some natural number are the witnesses of the existential package.

To summarize, we have a logic that describes memories and tag trees. This logic includes linear logic to express
separation and aliasing of memory parts, linear location types, frozen location types, and currency of tags.

Comments The tree appears to be a fairly heavyweight component in the memory model. We retain the complete tree
structure in our model, even though parts of the tree are dead, because it facilitates the proof of certain monotonicity
properties of our logic. More specifically, once a formula that relates tags such as !(k2=k1+n) are satisfied by a
particular model, we can prove that they are satisfied by all future models that may be generated as the program
executes. Without the tree structure to describe the relationships between past tags, it would be more difficult to obtain
this critical property.

The “tags” resemble the region names in the Capability Calculus [5]. Each stack location can be treated as a region
containing only that location. We might be able to solve part of the problem by using some of the techniques in the
Capability Calculus. However, our work focuses on developing a logic which provides a unified description of heap
and stack locations in a low-level memory model. The Capability Calculus does not have such view of the memory



model.

3 A Formal Memory Model

In this section we formalize the logic that was informally described in Section 2. After introducing all the syntactic
constructs, we will focus on the semantics of the logic. The semantic judgments give meanings to formulas in terms of
memory layout and typing information, which is important to specify the memory safety policy of assembly programs.
Section 4 will use this logic as the basis for a type system for assembly language. At the end of this section, we will
give an example to show how various semantic judgments are used to decide if a memory satisfies a certain formula.
The complete set of deduction rules is given in Figure 2.

3.1 Syntax

The syntactic constructs in our logic are given below; ¢ ranges over integers, iw over integer and infinity (written 0o), £
over locations, sk over tags for stack locations, and k over stack tags and the heap tag (written H). We use zi to range
over integer variables, ziw over infinite integer variables, x¢ over location variables, zk over tag variables, xt over
type variables, and zf over formula variables. We consider all syntactic constructs equivalent up to alpha conversion.

Int Expr el u= xi|ileir+eia| —el

Infinite Int Expr  eiw = riw |iw | eiwy + eiws | —eiw

Location Expr el == al|l|el+ei

Tags ek == k| H]|sk

General Loc g = cekel|r

Types T u= at]|S(et) | S(ek.el) | (F)—0
Bindings b u= zil| wiw:l” | zl:L | 2k:TG | zt:T | zf:F
Predicates P = 71| (9= G) | eka=eky+eiw

| first(ek) | frzn ek.el G | eiw >0
| more™ (ef) | more™ (ef)

Pure Formula G = 7][1|G1®G2 |G — G| G ®Gs
|G1& Gy |!F | .G
Formula F = zf |[P|1| FAQF|FI—F|T

| A &F 0| F®F, | F|3b.F

We assume that locations come with an operation £ + ¢ that intuitively returns the location ¢ locations away from .
Infinity is used in eka=cki+eiw to express the difference in levels between a stack tag and the heap tag. In particular,
H=sk+o0o holds for any stack tag sk in the tag tree.

A general location is either a tagged location ek.ef or a register . Basic types 7 consist of type variables, singleton
types, and codes type (F) — 0. As we explained briefly in the previous section, a syntactic category of pure formulas
includes all the formulas that can be used to describe a value. A pure formula GG can be a basic type, or 1, or an
unrestricted formula ! F, or it can be constructed using connectives: ®, —o, &, @, 3b from pure sub-formulas.

Models in our logic are pairs of a memory m and a tag tree ¢. The semantic judgments define which memory and
tag tree pairs satisfy a formula. To precisely define the semantic judgments, we define a number of auxiliary judgments
that are connected by contexts. The syntax for all these constructs is defined below.

A store value is an integer, a tagged location, or a code location ¢. A tag tree ¢ is a quadruple (H, T, sk, fst)
consisting of the heap tag H, the tree proper 7T, the stack tag of the top of the stack sk, and a witness fst for the
predicate first(k) to indicate whether the top of the stack is known. A tree 1" consists of a root stack tag and an ordered
list of subtrees. The code context ¥ maps each code label c to its type; the frozen memory type context II maps a
frozen location k.¢ to the describing formula G of the value that location ¢ contains at version number k.
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Store Value Sv

ilkdt|c

Memory m € LocU Reg — Sval
Tree T == (sk;Ty,Ta---,T))
Hasfirst fst = absent | present
Tag Tree t = (H,T,sk,fst)

Code Contexts U o= - |Uc:(F)—0
Frozen Memory Typing 11 == - |ILkAL: F

Operations on Memories To specify the semantics of our logic, we need some notation and operations on various
components of our model.

e 7 denotes the untagged location: 7 = r and ek.el = el.
e m(7) denotes the store value stored at location g.
e m[g:=sv] denotes a memory m’ in which g maps to sv but is otherwise the same as m.

e m1 W mg denotes the union of disjoint memories. It is undefined if the memories are not disjoint.

Operations on Trees A tag tree t = (H, T, sk, fst) is well formed (wf(¢)) if sk is on the right spine of T". The live
tags of a tag tree t = (H, T, sk, fst) (Live (t)) are the right spine of T" up to sk, and also H.

Lastly, we define newFirst and delFirst operations. Operation newFirst(¢, k) adds k as the last child of the current
stack top and makes k the stack top. Operation delFirst(¢) moves the stack top up one level.

We define newFirst(t, k) using an auxiliary function newFirst’ (T, sk, k) which which takes three arguments: the
tree of stack tags 7', the tag of the top of the stack sk, and the new tag k we would like to insert. It returns the new tree
of stack tags with k inserted. If sk is the root of T, then we insert (k, -) as the rightmost child as of sk, otherwise, we
recursively call newFirst’ on the rightmost child of T'.

newFirst'((sk; Ty, ..., Ty), sk, k) = (sk;T1, ..., Tn, (k;+))

T = newFirst' (T, sk, k) sk # sk’
newFirst'((sk'; Ty, ..., Ty), sk, k) = (sk/;Th, ..., Tp—1,T")

T’ = newFirst' (T, sk, k)
newFirst((H, T, sk, fst), k) = (H,T', k, fst)

We define delFirst(t) using an auxiliary function delFirst’ that takes as arguments: the parent tag of T' sk’, the
current tag of the top of the stack sk, and T', and returns the new tag of the top of the stack. If sk is the root of T, we
return sk’, otherwise, we recursively call delFirst’ on the root node of T', sk, and the rightmost child of T'.

delFirst' (sk', sk, (sk;Th,...,Ty)) = sk’

sky = delFirst' (sk”, sk, T,) sk’ # sk”
delFirst' (sk', sk, (sk"; Ty, ..., Ty)) = sky

sk" = delFirst' (sk’, sk, T,) T = (sk';T1,...,Ty)
delFirst(H, T, sk, fst) = (H, T, sk”, fst)




The semantics of tensor (®) is to disjointly partition the linear parts of the model between the sub-formulas. The
linear parts of the model are the linear memory and the stack top. To formalize this partitioning, we overload the merge
operators(W) to merge two disjoint tag trees.

def def
fst W absent = fst absent W fst = fst

(H, T, sk,fst,) & (H,T, sk, fst,) < (H,T, sk, fst, & fst,)

Abbreviations We define the following commonly used abbreviations.

int ef Fzi:l.S(xi)
ns def Jaf :F.xf
ek outlives eko e R eki=eks+ziw @ ! (ziw > 0)

def

live (ek) Fzk:TG. first(zk) ® ! ( ek outlives zk)

3.2 Semantics
There are six semantic judgments:

m,t EY Fatp overall  model m,t satisfy F

g3t EY m o 11 frozen memory m has type II
Myq;;m;t EY Fatp  linear state satisfies I

EYsv:r store value sv has type 7

L EYF F5 is a semantic consequence [
F=F F and F5 are equivalent

The place p at the end of the first and third judgment is either root * or a location g—the latter is used to specify the
semantics of (g = G).

Context IT,;4 contains all the frozen type bindings of stack locations that were popped off. Each judgment and its
rules are explained in the following sections.

Overall Judgment A model satisfies a formula if it can be split into a frozen part and a linear part such that the frozen
part satisfies the frozen judgment, the linear part satisfies the linear judgment, and the two judgments are connected
by the same contexts.

(m,t) EY Fatp overall

iff exists mq, mo, t1, to, I, Il 14

such that m = mq Wma, t =t Wto, Hog; I masts EY Fatp,

or; ta B my : 11, and Vk.£ € dom(Ilyq UTL) : k € Live (¢) iff k.0 € dom(I)

Context II,;4 contains the typing information of all the frozen locations that were popped off the stack and II
contains typing information about all the live frozen locations. It is necessary that for any tagged location k.¢ that
belongs to the domain of II, the version number k is current.

Frozen Judgment The second judgment checks that a frozen memory has a given frozen-memory typing.

(Hpra;t) EY m : W iff for all k.0 € dom (1) My; 11 € — m(€); ¢t EY TI(k.0) at k.£

The two frozen-memory typing contexts are recursively used to check that a frozen memory has a given frozen-
memory typing. For each location k.¢ in the domain of II, the piece of memory it points to should linearly satisfy the
formula given by the frozen-memory typing.



o IL,q;II;m;t EY Tatpiff p # * and t.fst = absent, and dom(m) = 7 and m(p) = sv, EY sv: 7.
o I,y IL;m;t EY (g = G) atp,iff dom(m) =g, if g = k.L then k € Live (¢), and I yq4; IT;m; ¢ EY Gatyg.

o Tyg;I;mt EY ko=ki+iw atp iff dom(m) = 0, t.fst = absent, and one of the following holds: iw = n > 0 and ks
is the nth ancestor of k1 in tree ¢; «w = —n < 0 and k1 is the nth ancestor of ko in tree ¢; iw = 400 and ko = H; or
iw=—ooand k1 = H.

o IL,q;II;m;t EY first(k) at p iff dom(m) = 0, and t = (H, T, k, present).

o Ioq;IT;m;t EY frzn k.£ G at p iff dom(m) = 0, t.fst = absent, (Il,;q UTT)(k.£) = G',and G = G'.

o Ioa;IL;m;t EY eiw > 0at piff eiw > 0.

o Tloq; IT;m;t EY more™ (£) at p iff t.fst = absent, and dom(m) = {¢£ — n|n € Nat}.

o Il,q;II;m;t EY more™ (£) at piff t.fst = absent, and dom(m) = {€ + n|n € Nat}.

o Tlq;I1;m;t EY 1at piff t.fst = absent, and dom(m) = 0

o Ilyq;I1;m;t EY Fi®Fratpiff m = miwWme, t = t1 Wita, g II;ma;tr E¥ F1 atp, and 145 IT; ma; to E¥ Fsatp.

o Tgq;II;m;t EY Fy —o Fy at piff t.fst = absent, for all memory m’, tree t’ and t' fst = absent, g1q; IL;m'; ¢ EY Fy atp
implies Ilyq; I;m & m/; twt’ EY Fyatp.

o Tloq;IT;m;t EY Tatp, itis true for all memory models.

o T I;mt EY Fy & Fyat p iff Hog; T ms t EY Fyatp, and Tga; I m; t EY Fo at p.

o Ioq;IL;m;t EY 0atp, no memory satisfies 0.

o Ilyq;IT;m;t EY F1 @ Fratpiff Igq; IT;m; ¢t E¥ Fiatp,or loq; 11, m; t EY F>atp.

o Il,q;II;m;t EY | F atpiff t.fst = absent, and dom(m) = 0, and I ,14; IL; m; t EY Fatp.

o Il,4;11;m;t EY 32:K.F' at p iff there exists some a € K such that II4; IL; m; t EY Fla/x] at p.

Figure 3: The Semantics of Formulas

Linear Judgment The main semantic judgment is the linear satisfaction judgment. It is defined in Figure 3. The set
of pure formulas G is a subset of the set of formulas F, so the semantic judgments of GG are also defined in Figure 3,
if we substitute G for F.

The interesting clauses are the ones for our domain-specific predicates. Predicate 7 holds at p if the memory
contains only one location P and its content has type 7. Predicate (¢ = G) holds if memory contains only location
g, g is live, and G holds at g. Predicate ko=k1+iw holds if the two tags are related by iw number of levels, positive
means that ko is the ancestor, negative means that k; is the ancestor, and co means the ancestor is H. Predicate
first(k) holds if fst is present and the stack top is k in the tag tree; note that the other base predicates require fs¢ to be
absent. Predicate (frzn k.4 G) holds if one of the two frozen-memory contexts maps k.¢ to a formula equivalent to
G. Predicates more™ (¢) and more™ (¢) describe the continuous unallocated space; they require the linear memory to
contain the locations at and below (respectively above) ¢. Note that the base predicates, which describe the properties
of the tag tree, require the linear memory to be empty. The other connectives are those of linear logic, and the semantics
are standard except that tensor uses the merge operators defined in the previous section on the linear parts of the model.

Semantics for Types Types have the expected semantics:

int loc
FY S T Y kL S(he) C
V()= (F)—0 FEYF
7 code
E¥c:(F)—0

Semantic Entailment F; EY F iff for all m and ¢, (m,t) EY Fi atp overall implies (m,t) EY Fsatp overall.



Equivalence Equivalence of formulas, F1 = F5, is reflexive, symmetric, transitive, congruent, and includes some
rules for our domain-specific predicates. The most important domain specific rule involves the relationship between the
heap tag H and the stack tags. Intuitively, if we know that =k outlives H, then zk must be H itself. Therefore if tag zk
is a free variable in Fy and F», and Fi[H/zk] = F>[H/zk] then Fi[H/xk] is equivalent to 3zk:TG.Fo® !(zk outlives H).

FQEFl FlEFg FQEFg
F=F FlEFQ FlEFg

FlEFl/ FQEFQ/ FlEFll FQEFQ/

FlEFl/ FQEFQ/ 1«7‘155‘2
Fl@FQEFl/@FQ/ E|£CKF1 EE'CCKFQ
F1 EFQ
(ek.el = Fy) = (ek.el = F3)

F1 EFQ

frzn ek.ef Fy = frzn ek.el Fy

F\[H/zk] = Fy[H/zk]
Fi[H/zk] = 32k:TG. Fa® |(zk outlives H)

T stack heap
ks - I H.ljoo
ks & e kigeeo-Ig| 4
k /\ k )
155 2 K7 - [g| knols
ku o Lio1 |H.ligo
first Loo| 3

Figure 4: Example Memory

Example For this example, we consider just memory and not the registers. The memory m in Figure 4 consists of a
linear part m; which contains all the unallocated locations; a frozen part my which contains the five locations shown

in the figure (dom(mz) = {7, €s, l5, 100, f101}). It satisfies the following formula:

F = more™ ({y) ® more™ (£102) ® first(ki7)
& '(k3:k5+1) & !(k10:k15+1) & !(k3:k10+1)
X !(k10:k17+1) ® !(k17:k19+1)
®! (frzn ks .47 F4)® ! (frzn k1o.-Lg il’lt)@ ! (frzn ki7.05 F5)
®! (frzn H.l100 il’lt)@ ! (frzn H.lqp1 F4)

where
Fy, = 3FJxlLS(H.xl)®!(frzn H.zl int)
Fs = 3Jak:TG.3xl:L.S(zk.x0)®! (frzn xk.xf int)

® ! (zk outlives k17)

The overall semantic judgment is: m, (H, T, k17, present) EY Fat x overall. To check this judgment is valid, we

must show:
1. Uopa; I, ma; (H, T, ka7, present) EY F at *
2. o1a; (H, T, k17, absent) EY mo : II
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where
Ioia
11

(k5.£62F1), (14,‘15.6521‘7‘2)7 (k‘lg.&;:Fg)
(k3.£72F4), (k‘lo.gﬁiil’lt), (k‘17.£5:F5),
(H.émo:int), (H.fl()1:F4)

The first judgment is the linear semantic judgment. The tensor operators distribute the unallocated stack space
to more™ (¢4), the unallocated heap space to more™ (¢192), the stack top to first(ki7), and empty linear state to the
remaining formulas. Each of the predicates is easily verified.

The second judgment type checks the frozen memory. We need to verify that for each location ¢ in II, II(¢) de-
scribes the piece of memory that £ points to. For example, for location k3.¢7 we need to verify the following judgment:
Mo1a; IT; 7 — H.l100; (H, T, k17, absent) EY Fy at ks.¢7, which is true with ¢19 as the witness of the existential.

3.3 Semantics of Contexts and Soundness

Before we define the semantics of logical contexts, we introduce the definition of !II'. It converts the unrestricted
context I into a formula by wrapping a ! around each formula in I' and tensor them together. We define @) (A) as the
result of tensoring all the formulas in A together.

I(()=1 YFT)=!FgI.
R()=1 QKFA)=FQA.

We define the semantics of contexts as follows:
(m,t) EY (T; A)atp iff (m,t) EY (D) @ (Q A))atp
We proved that the logical deduction is sound with regard to our semantics.

Lemma 1 (Soundness of logical deduction)
1. If Tya; 1;m;t EY o(T; A) at p, where o is a substitution for ©,
and© || T; A+ F, then Il,4; I, m; t EY oF at p.

2. If m;tEY o(T;A)atpand© || T; A+ F thenm;t EY o(F)at p.

Proof 1
By induction on the structure of the logical derivation © || T; A+ F.

4 Assembly Language

In this section, we use the memory logic that we formalized in Section 3 as the basis for the type system of a simple
assembly language. The type system is powerful enough to specify sound strong and invariant updates of both stack
and heap locations. The expressiveness of our typed assembly language exceeds the previous TAL systems because
they cannot deal with general stack allocation. In Section 5, we demonstrate a type-preserving translation from a
source language that has flexible data allocation on both the stack and the heap down to our assembly language.

4.1 Syntax

The language is very similar to previous TALs. The novel parts are the inclusion of tag trees in machine states and the
two instructions stackgrow and stackcut. These two instructions only update the tag tree and are erased in forming
an underlying untyped machine code. They tell the type system to increase or decrease the stack by one location. Any
stack pointer register that tracks the top of the stack must be adjusted by a separate instruction. The syntax of our
assembly language is:
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Operands v on= svlr

Instructions ¢ u= addrg,rs,v | subrg,rs,v | movry, v
| bzr,v | 1drg,rs | stra, rs
| stackgrow | stackcut

Blocks B := halt |jmpv |y B
Code Regions C = -|C,c— B
Machine States ¥ = (C,m,t, B)

4.2 Operational Semantics

The operational semantics is given in Figure 5. We use ¥ —— X’ to denote the small step relation between two
machine states ¥ and ¥/. We use m(v) to convert an operand to a store value. In particular, m(r) is the value
contained in the register r.

m(i) =1 m(c) =c¢ m(el) = el m(r) = m(r)

(C,m,t,B) — ¥ where
IfB= then ¥ =
addrq,rs,v; B’ | (Cym[rqg:=(m(rs) + m(v))],t, B’)
subry, 75, v0; B' | (Cym[rg:=(m(rs) — m(v))],t, B’)
bzr,v; B’ (C,m,t,B’') and m(r) # 0
(Cym,t,B") m(r)=0

bz, v; B’ where C/((v)) = B”

movrg,v; B’ (C,m|[rq:=m(v)],t, B")

ldry,rs; B (C,m[rqg:=m(m(r ))] t,B’)
stra, rs; B’ (C,m[m(ra) :=m(rs)], B')

jmpwv (C m,t, B") where C(m(v)) = B”

(C,m,t',B’), k is fresh
where t' = newFirst(t, k)
stackcut; B’ (C,m,t', B") where t' = delFirst(¢)

stackgrow; B’

Figure 5: Operational Semantics

We overload the add and sub instructions to perform both arithmetic operations on integers and tagged locations.
We formally define the arithmetic of tagged locations as follows:

0<i<oo skel+i = sk'.(e€+1i) wheresk’isan ancestorof skint
and the distance between sk and sk’ is
Hel+i = H.(el+1)
sk.el —i = sk'.(el —i) where sk’ is the rightmost child of sk in ¢
and the distance between sk and sk’ is i
Hel—i = H.(el —1)

Due to the tree structure of the tags the choices for the result of ek — i is not unique, however only the live one is
of interest to us.

Most operational semantics rules are straight forward. Only the last two rules for instruction stackgrow and
stackcut worth some explanation. The instruction stackgrow always precedes an addr-sub operation on r, to
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complete a stack allocation operation. Operationally, it generates a fresh new stack tag sk, and adds sk to the tag tree ¢.
Similar to stackgrow, instruction stackcut succeeds a addr-add operation on 7, to complete a stack deallocation
operation. It moves the first marker in tag tree ¢ up to its parent thus disposes the tag associated with the location that
is just deallocated. Both of these instructions do not have any effect on the memory m, so our assembly language
could be easily mapped to another one that doesn’t have these two instructions.

4.3 Typing Rules

The type system consists of the following judgments:

0| T;AFY ' Logical rules
O FFYv:7 Operand v has type
O || F+Y v: F' The precondition of instruction ¢ is F,
and the postcondition is F’
O || FFY Bok Block B is type checked with the context © || F
FC:U Coderegion C has type ¥
Y % ok The abstract machine state X is well-formed

We use © to contain the free variables, I as the unrestricted context, and A as the linear context. For simplicity,
we omit the code context ¥ from the typing judgments.

Operations on Formulas
The notation (F'[g:=G])e to denotes the result of “updating” formula F' at location g by G. More precisely,
(Flg=Glle=F1® (g= Q) iff © | -; F+ F1 ® (9 = G') where all the free variables are in ©.
The following lemmas state that formula update operations are sound with respect to the semantics.

Lemma 2 (Formula Copy)
1. IfMyq; 1 ms t EY G at g then dom(m) = g or dom(m) = ()

2. Ifllyq; I0; 0: t EY G at g then T yq; 11;0:t EY Gat g
3. Ifllyg;: ;G — sv;t EY Gatg thenIlyq; 10 ¢ — sv;t EY Gatg'

Proof 2
By induction on the structure of G.

Lemma 3 (Formula Update)
If o is a substitution for © and I yq; IT; 0(G +— sv);t EY 0 (9 = G) atp and U 95 1;m;t EY o(F)atp
then 11,14, I1; m[o (g := sv)];t EY o(F [g:=G o) atp

Proof 3
By the Soundness of Logical deduction lemma and Lemma 2.

Operand Typing: © | F Y v : 7
The typing rules for operands extend the typing rules for store values to include typing rules for registers. The type
of register r is obtained by looking up the its type in the formula F' that currently describes the memory.
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loc

int
OFFYi:8() O FFY kt:S(ke)

Ue)=(F')—0 - | u:FFF O sFFr=71&T
T code T reg
O|FF ¢:(F)—0 O|FF r:7
Figure 6: Operand Typing
O Ftry:int SN FFvs'int (add) O || FtFry:int O | FFU:'int (sub)
O || Ftaddry,rs,v: Flry:=int] O || F+subry,rs,v: Flrg:=int]
O Frou:r O| FFr:int O Fruv:(F')—0 O || wF+ F'
(mov) (bz)
O | Fkmovrg,v: Flrg:=r1] O| Frbzru: F
O Fkrs:S(ekel) O FF (ekel=G)@T (id) O Fkrg:S(ekel) O sFF (rs=G) @T (st
O || Fk1ldrg,rs: Frq:=G] O || Fbstrg,rs: Flekel:=G]
O©|| Fkrs:S(ekel) O FEfrznekel GRT O FElive(ek)® T (id-inv)
O FFldrg,rs: Frq=G]
O Ftry:S(ekel) O|FF (rs=G)®@T O FkfrznekelGT O 5 FFlive(ek)® T (stinv)

O Ftkstrg,rs: F
O| FFry:S(ek.el) O FFuv:S(i) O| - FF!(ek'=ek+i) @ T
O | F+addrg,rs,v: Frqg:=S(ek’.(el +1))]
O || FFry:S(ek.el) O FFuo:S(i) O || F+!(ek=ek'+i) @ T
O || F+addrg,rs,v: Frqg:=S(ek’.(el —1i))]

(addr-add)

(addr-sub)

O | -; FF F' @ more (ef) ® first(ek)
O || F I stackgrow : F' @ more™ (el — 1) ® (Fzk:TG. first(zk) ® !(ek=2k+1) ® (zk.ef = ns))

(stackgrow)

O -;FF more™ (el — 1) ® first(ek) ® (ek'=ek+1) ® ((ek.el = G) @ frzn ek.el G) @ F’
O || F I stackcut : more™ (ef) ® first(ek’) ® |(ek’=ek+1) ® F’

(stackcut)

Figure 7: Instruction Typing

Instruction Typing: © || F +Y ,: F’

The typing judgments for instructions resemble Hoare logic. The formula on the left hand side of the turnstile
describes the precondition of the instruction, and the formula on the right hand side describes the memory state after
the execution of the instruction.

The typing judgments for instruction add, sub, and mov are straight forward. The typing rule for branch instruc-
tion bz requires that register r is of type int, so that it can be compared with 0; and the second operand is a code value
where the instruction might branch to; and the current state satisfies the precondition of the code that the instruction
might branch to so that the branch is safe.

There are two sets of typing rules of load and store instructions. The first set of rules requires linear capabilities for
the locations that we load from and store into. The rule for 1d checks that the source register holds a location, looks up
the describing formula for this location, and updates the destination register to be described by this formula. The st
instruction checks that the destination register holds a location, gets the describing formula of the source register, and
updates the location’s describing formula. Note that the update formulas use linear typing of the register or location
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and just replace the old type with the new one—a strong update rule.

The second set of typing rules requires unrestricted capabilities for the locations we operate on. The rule for Id-inv
checks that the tag ek is live to make sure that the unrestricted capability is valid. The rule for st-inv checks that
the destination register holds a location ek.ef, and the describing formula of the source register is the same as the
describing formula of location ek.ef, given by the unrestricted capability (frzn ek.e¢ G), and the tag associated with
the unrestricted capability is live. The postcondition is the same as the precondition, since we update the location with
a value that has the same describing formula —an invariant update.

We give separate typing rules for address add/sub operations because they involve determining the correct tags for
the addresses.

The two stack instructions stackgrow and stackcut change the shape of the formula to reflect the changes
to the tag tree due to stack allocation and deallocation respectively. The stackgrow instruction takes one location
out of more™ (ef) and results in more™ (e — 1) ® (zk.ef = mns). A fresh tag zk is chosen (the existential achieves
the freshness), and is declared the new stack top first(zk) and a direct child of the old stack top !(ek=zk+1). The
stackcut instruction determines the stack top’s tag first(ek) and parent’s tag !(ek’=ek+1), and returns the stack top
to the unallocated stack taking more ™ (el — 1) ® ( (ek.el = G) @ ! (frzn ek.ef G)) to more™ (ef). It also makes the parent
tag the new stack top first(ek’).

Block Typing: © || F' ¥ B ok
The block typing rules check the well-formedness of a code block with the context © || F.

O || FFrep:S(ek.ef) O FF (ekel=int) @ T

-hal
O || F - halt ok (b-hal)
O|Frov:(F)—0 O -;wFFF O|FFuwF ©|F+FBok .
O [ FF jmpv ok (b-mp) O FF B ok (b-instr)

O || more” (el +1)® (H.el = ns) @ F' + Bok
© || more™ (ef) @ F' + B ok

O ||!(frzn ek.el G) @ F'+ B ok
O || (ek.el = G) ® FF Bok

(b-heapgrow) (b-freeze)

©,b || F' - Bok 0,0 (9= G) ® FF Bok
y (b-unpack1)
© || 3b.F' + B ok O (9= 3I.G) ® F+ Bok

0.b| (9= 3G @Fr-Bok . Ol (g=C)e!CeFFBok
00] (1= G o Fr Bok PR G G816y ® FI- B ok

O (9= Gi®!G2)) ® F I Bok
0| (9= G1)®!Gy® F F Bok

(b-unpack2)

(b-bang1)

O -;w:FFF O] FF Bok
©| F+ Bok

(b-bang?2) (b-weaken)

Figure 8: Block Typing

There are standard typing rules for instructions, halt, and jmp, as well as type manipulation rules including
growing the heap (for heap allocation) and freezing locations.
The rule b-freeze deals with the process of converting a linear capability, to an unrestricted capability.

Lemma 4 (Soundness of the Block Typing Rules)
1. If there exists a substitution o for ©,
and (m,t) EY o(more™(ef) ® F) at * overall
then (m,t) Y o(more™ (el + 1) ® (H.el = ns) ® F)at * overall.

2. If there exists a substitution o for ©,
and (m,t) EY o(F ® (ek.el = Fy))at x overall,
then(m,t) EY o(F®! (frzn ek.el Fy))at * overall.
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3. If there exists a substitution o for ©, and (m,t) EY o(3x:K.F') at * overall
then there exists a substitution a € K for x such that (m,t) Y (o,a/z)(F") at x overall.

4. If there exists a substitution o for ©, and (m,t) EY o((g = 3b.G) ® F)at x overall
then there exists a substitution a € K forx
such that (m,t) Y (0,a/7)((9 = G) ® F)at * overall.

5. If there exists a substitution o for ©,
and (m,t) EY o( (9= G) @ F)at = overall,
then(m,t) EY o( (g = 3b.G ® F) ) at * overall.

6. If there exists a substitution o for ©,
and (m,t) Y o((g = G1®!Gs) ® F)at * overall,
then(m,t) EY o((g = G1)®! Gy ® F) at x overall.

7. If there exists a substitution o for ©,
and (m,t) EY o( (9= G1)®!G2 ® F)at * overall,
then(m,t) EY o( (g = G1®!G2)) ® F)at * overall.

Proof 4
By inspection of the semantics of formulas.

Code Typing: - C' : ¥
The code region C has type W if their domains are equal and for each label ¢ in the domain, the code of ¢ is well
formed in the context assigned to ¢ by W.

dom(C) = dom(¥)
Ve € dom(C). ¥(c) = (F) — 0 implies - || F =Y C(c) ok
FC: U

(codergn)

Figure 9: Code Typing

State Typing: - X ok
A machine state (C,m,t, B) is well formed if there is a ¥ and F such that C has type ¥, m and ¢ satisfy F', B is
well formed under F', and the tag tree is well formed.

FC:¥  (m,t)EY Fat % overall
wi(t) - || FFY Bok
F (C,m,t, B) ok

(state)

Figure 10: State Typing

4.4 Type Safety

Our type system is provably safe. The execution of the program is defined in terms of the small step relation between
abstract machine states which is denoted by ¥ —— ¥’. We proved the standard progress and preservation theorems
for our assembly language. The theorem states that a well-formed machine state is either a terminal state, or it can
make a step into another well-formed state.
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Theorem 5 (Type Safety)
If =¥ (C,m,t,B) ok then:

1. Either B = halt and m(rsp) = k. and m({) = sv and ¥ sv : int or exists ¥ such that (C, m,t, B) — .

2. If (C,m,t, B) — ¥ then - 3 ok.

Proof 5
By induction the tying derivation, inspection of the small step operational semantic rules, and Lemma 4.

5 Translation

To show how our logic can be used in a certifying compilation framework, in this section we sketch the translation
from a simple language with stack and heap allocation to our assembly language.

5.1 Micro-CLI

The key features we want to capture are the stack-allocation operations of CLI [6, 9]. CLI includes the concepts of
references and managed pointers. Managed pointers can point to local variables on the stack and also to fields of
objects in the heap, but they cannot (in verifiable code) be returned from methods nor stored into fields of objects.
References always point to objects in the heap and their use is unrestricted. We abstract CLI into Micro-CLI, a simple
imperative language with integers and pointers. The type T *g contains pointers to stack or heap cells of type 7, and
has the above restrictions on its use; we also disallow updating a stack pointer if it points to another stack pointer. It
has a subtype 7 #z that contains just pointers into the heap, and this type is unrestricted.

Figure 11 gives the grammar for Micro-CLI. While the grammar is slightly more complicated than necessary to
express the structure of the language, it is structured to facilitate the translation.

The declaration 7*gz = newg v allocates a new cell on the stack with initial value v of type 7 and places a
pointer to the cell into z; T xg £ = newg v is similar but allocates on the heap. The statement z = v updates the
variable = with the value v. The statement x = ! v dereferences the pointer v and updates x with the contents, and the
statement v; := w9 updates the contents of the pointer v; with the value vy. The other statements are straightforward.

The typing rules for Micro-CLI are shown in Figures 12 and 13. The main rules of interest are the rules which
involve restricting pointers: the judgment for return blocks I" =" rb ok ensures that stack pointers are not returned
from functions, and the judgment for local declarations I F Id : T allows stack locations to point to older stack
locations (that are already in scope) and any location to point to a heap location or an integer, but does not allow heap
locations to point to stack locations. We use the notation I'[z : 7] to mean I extended so that 2 maps to 7.
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qualifiers
types

values
program

function decls
function decl

argument decls
argument decl

return block

local decls
local decl

statement list

statement

argument values
argument value

S

fds
fd

ads
ad

rb

lds
ld

SS

avs
av

= S|H

n=int | T
w= nl|x
= fds rb

n= | fd fds
w= 7 f(ads) rb

m= ad|ad, ads

n= T
n= {lds; ss;returnv}

w= - |ld; lds
N= TX = v |Tx = newyv

n= | s; ss

m= ifvthensselsess |z = v |z = vi+v |z = v1—v2
|z = f(avs) |z =1v| vy = v

m= av | av avs

= v

Figure 11: The syntax of Micro-CLI used in the translation.
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!

Fpo

bk fds:T T ™ rbok
F fds rbok (p-ok)

T+ fds:T'

Tk fd:T" T'F fds: T/
'k fd fds: T’

(fds--) (fds)

=

.. T

Tk fd: T

I'Fads: (I, 7list) TI'[f : 7list — 7] =" rbok
Tk 7 f(ads) rb: T[f : Tlist — 7]

(fd)

‘1" Fads : (T, tlist) ‘

C'kad: (T 7) I+ ads : (I, 7list)

_ (ads- d
T (T, ) \2ds) T F adads - (I, 7 = 7list) (ads)
Fkad: (T,7)
Pkra:Tz:7],7) (ad)
" rbok
I'klds: T’ I;’Fss ok T"Fw:r (7#7 %) (rb-0K)
I'+" {lds; ss;returnv} ok

Tklds: T’

CHId:T" T"klids: T’

- [
It (95) TFidids:1 %)
THld: T
TEov:r Thov:m'syg (7 =7"%g%)

ld-val Id-g-to-h
FFT:C:U:F[z:T]( val) k72 = newyv: Tz : 7] (Id-g-to-h)
Fko:7 =7 I'wv:int = int *

it (T=T0%) g ctos) 4 ) (idint-ref)

I'k7x = newgv: Tz : 7] I'F7x = newgv: Tz : 7]

Figure 12: The typing rules for Micro-CLI (1 of 2).
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I'; rlist F avs ok ‘

I'tav:7 T;7list - avs ok

T;[1F-ok (avs---ok) ;7 7list F av avs ok (avs-ok)
I'Fov:r
Irvr @)
I'sok I'F ssok

T ok (58770K) Tk 550k (ss-0k)
Pha:7 Tho:T (7#7 %) T'kz:int ThFo;:int TF oy :int

TF 7 — vok (s-val) TF 2 = o, + 05 ok (s-add)
T'tz:int T'Fovy:int T'F oy :int Fhaz:7 Tho:Ts (7#7 %g)

'z = vy — vy 0k (s-sub) 'z =lvok (s-deref)
T'btovi:i7mx, ThHog: " 3

10T % 2:T (T #7 %g) (s-update) I'Fv:int Tk ss;ok Tk sspok (s-if)

I'Fwv := vy 0k I' F if v then ss; else sso ok

'k f:rlist -1 F'kFaz:7
I'; tlist - avs ok

TFz = f(avs) ok (s-funcall)
I(z) = '
TeL. - vvan gy (vind)
Lt UF::IU :7; =T (v-subtype)
<7
——— (sub-reflex) ﬁ (sub-h-s)

Figure 13: The typing rules for Micro-CLI (2 of 2).
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5.2 Type Translation

The type translation, shown in Figure 14, has the form [7]; ek where 7 is the type to translate and ek is a tag expression
for the current top of stack. The latter is used in the translation of stack pointers to ensure that the pointer outlives its
target.

The translation of pointer types combines a singleton location type with an unrestricted capability to indicate the
type of the contents of the location. Heap pointers use H to tag the location, stack pointers use an existentially quanti-
fied tag and an additional predicate to state the validity of the tag. Note that the rule we described in the formula equiv-
alence section makes S(H.z¢)® !(frzn H.z{ F) equivalent to Jzk:TG.S(2k.xf)® ! ( 2k outlives H)® !(frzn zk.xl F')
witnessing the subtyping of heap pointers as stack pointers.

The translation of function types is more complicated. Note that polymorphism is expressed as existentials on
the left of — 0. All functions are polymorphic in the locations of the top of the stack and allocation frontier, the
tags of various stack locations, and the caller’s store, which includes its stack, heap, and tag information. The return
address is polymorphic in newly allocated heap space and the tag of the stack location used to pass the return value.
The precondition has a part for memory including the stack and heap, a part for the registers, a statement of the tag
for the top of the stack, an empty thaw set, and the relationships between the various stack tags of relevance. The
postcondition is similar but reflects the state at return rather than call. The calling convention is: arguments are pushed
onto the stack left to right, the callee pops arguments, the result pushed onto the stack, the stack pointer is in 7yp, the
return address is in 1;,, and frontier pointer is in ryjjoc.

(trans-int) Il # = G

[int], _ = int [rarls — = SotL.(S(H.al) & 1z Bl Gy) (rans#)

[7]- 2k = G
[ *s]+ eke = Fzk:TG, zl:L. (S(xk.x)® |(xk outlives ek.)® ! (frzn k.2l G))

(trans-7 xg)

[[7'1]]7 Ik’dl = Gl cee [[Tn]]'r Ikdn = Gn [[T]]T Ikret = Gret

[ri...%7 = 7] - =
(Falb:L,zl:L, 2k:TG, 2k : TG, . .., 2kan: TG, store:F.

more” (zf) ® (zhu.xl+l = G,) ®@...® (ha.xl+n = G)

®@more™ (z0') @ (ranoc = S(H.xl'-1)) @ store

® (r =mns) ® (ro = ns) @ (1, = ns)

® (rp = S(zkan.xl+1))

® (= (3al":L, Br:F, oke: TG.
more™ (xl+n-1) ® (Ther.xl+n = Fe)
® more™ (z0") @ (ranoe = S(H.xl"-1)) ® Ky ® store
® (r1 = ns) ® (re = ns) ® (rp = ns) ® (1, = ns)
® (rp = S(wher.xl+n))
® first(zhe) @ (vh=1ke+1) ) — 0)

® first(zkan) @ l(@kyn 1 =2kan+1) @ ... @ Waky =k +1) @ (zk=1ky +1) ) — 0

(trans-fun)

Figure 14: Type Translation

5.3 Environment Translations

Between each step in the translation, the shape of the memory can be reconstructed from: the variable context I', the
variable map V' that maps variables in I to the offset from the frame pointer at which they appear on the stack, the size
sz that the local declarations use on the stack (which is equivalent to the number of local variables plus the amount of
storage space used for stack allocated data), and the current function label f.
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We assume that I" is ordered so that we can use it to determine the order in which the arguments and the local
variables were pushed onto the stack. I" contains all the functions in scope, then all the function arguments, and then
all the local variables. We also use I' to determine the type of the current function f.

The variable map V needs to be consistent with I'. In other words, it should map each of the n arguments a; to
n — 1 (a positive offset) since the arguments are pushed in order (a1 first, and a,, last) and the frame pointer 73, points
to a,. The m local variables are also allocated on the stack, but they are intermixed with space used for allocating
stack data. They will be given negative offsets from the frame pointer.

During the translation of Ids, if the local variable is of type 7’ *s then space is pushed onto the stack for the
translation of 7/. (Since only values can appear in local declarations, we are guaranteed to only need one space for the
data.) And then in all cases space is pushed onto the stack for the local variable. So if a local variable is not a pointer
to a stack location, its offset is one below the offset of the previous local variable. If the variable is a pointer to a stack
location, its data will be stored at an offset one below the previous local variable and its offset will be two below.

Once we have determined that I and V are consistent, we can use this to determine how the local declarations
shape the stack. The local declarations use sz space on the stack. For each stack slot j from 1 to sz, we use I' and V'
to determine if the slot contains a local variable (j is in the range of V') or stack allocated data (5 is not in the range of
V,but j — 1is) and what the type of the slot is.

The translation of the environment [T, V, sz, f] is shown in Figure 15. We know that the top sz slots will be
used for the local declarations and the next n slots will contain the arguments. There is some abstract store store
that is unknown. The stack pointer 7y, will point to the top of the stack, and the frame pointer 7, will point to the
last argument. The return address in 7, will be a function that expects the local declarations and arguments to be
popped off and the return value of the function 7 to be pushed on the stack. The temporary registers r; and r, contain
nonsense.

[T, V, sz, f, 7done] is similar, except it represents the shape of memory just before a function call when the first
t of the parameters to the call (with the list of types 7done) have already been pushed on the stack. So the state of
memory is as in [I', V, sz, f] except that there are now ¢ new values on top of the stack (with the stack pointer and
adjacency information updated appropriately).
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‘ [T, V, sz, f]=(O, F) ‘and‘ [T, V, sz, f,Tdone] = (©, F) ‘

J e 1...sz
roo— (zkj.xl — j = [12]- zk;) if Jx. V(x;) = —jand I'(x) = 7, # 7' %g
o (frzn (zkj.xl — 5) ([7]r 2kj—1)) if3z. V(z;) = —j —landT'(z) = T g

F.. = (3azl"L, BE:F, 2ke: TG.
more™ (zl+an) ® (Ther-xl+an-1 = [7]; Ther)
®@more™ (z0") @ (ranoe = S(H.2l"-1)) ® Ky ® store
® (r1 = ns) ® (r = ns) ® (rp, = ns) ® (1, = ns)
® (rp = S(wher.xl+an-1))
® first(zhe) @ (zh=2ket+1) ) — 0)

L, V, sz, f] & (©,F)
where © = zky, ..., zkg, thay, - . ., Tha, 2k, store
F = more™ (xl-s2-1) R F, ® ... ® K
® (Than-2l = [Tan]r Than) @ ... Q@ (zhy.wl+an-1 = [141]r zkar)
®@ more™ (z0') ® (ranoc = S(H.xzl'-1)) & store
® (r1 = ns) ® (r2 = ns)
® (np = than.2l) @ (ryp = S(zhss.xl-52)) @ (ra = Fra)
® first(zky,) @ N(ahya=1k,+1) @ ... (zh=rk+1) @ (zhy=zk +1)
® Nzhan1=2kan+1) @ ... Q Nzhy=zkpn+1) @ (zk=xk, +1)

[0,V sz, f, [tp1, -mi]] = (O,F)
where © = akp1, ..., Thy, Thitp, Theet, Thi, - - ., Thsy, That, - - ., Than, 7k, stOTE
F more (xf-sz-t-3)

Q (why.xl-sz-t-2 = [Tpt] - Thot) ® ... @ (zhp1.xl-52-3 = [Tp1]+ k1)
Q (wh.xl-52-2 = Frq) @ (thgp.xwl-52-1 = S(thmn.2l)) @ F, ® ... F
® (han-2l = [Tan]r Than) @ ... Q@ (zhy.wl+an-1 = [1a1]r Tkar)
®@ more™ (z0') ® (ranoc = S(H.xl'-1)) & store
® (r1 = ns) ® (r2 = ns)
® (1 = Than.xl) ® (ryp = S(ahpe.xl-52-1)) ® (ha = Frq)
® first(zks,) @ (k- l—xkpt+1) .. @ Naky=akp+1) @ (zky,=1k,1+1)
® Wzhg 1 =1k +1) ® ... Q (zh = :rk’2+1) ® W xhkyp=zk +1)
® W@k 1=2kan+1) ® ... @ zky=akpn+1) @ |(zk=1ky +1)

Figure 15: Determining Memory Shape
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5.4 Translating the Micro-CLI Grammar

Each nonterminal in the grammar has its own translation function. We will leave out the cases for accumulators such
as function declarations fds, local declarations lds, statements ss, and argument values awvs since this should be clear
from the corresponding single cases.

We define seven translation functions:

IFpl,=(C", ¥, B Program Translation
[CEfd:T]qaC¥ = (C', ¥) Function Declaration Translation
[T " rbok].p f Co U1 = (C, ¥') Return Block Translation
[CHId: TV sz = (V' s2/, I') Local Declaration Translation
[TFsok]s VszfCo¥ichbl =(Cp, ¥y, b, I') Statement Translation
Crov:7], VszfFir=I Value Translation

[T;v b T]aw V sz f Tdone = I’ Argument Translation

The arguments to the translation functions are summarized below.

c Code Region Function mapping code block labels to blocks of code

0G Code Context Function mapping code block labels to code types

B Code Block Sequence of instructions ending with a jump

r Variable Context Function mapping variables to types

v Variable Map Function mapping local variables to their offset from the frame pointer

sz Local Declaration Size Number of spaces on the stack needed to store the frame of the current function
cb Code Label Label for the code block that is currently being translated

1 Instruction List Sequence of instruction that does not end with a jump

tlist Type List List of types for arguments that have already been pushed on the stack

We use the following abbreviations for commonly used instruction sequences. Note that update x requires the
value to update = with to be in 7 and will clobber any values in 7.

updatexr = movro,p; addre, ra, V(x); stro,T1
pushr = stackgrow; subry, 5y, 1; strg, 7
popr = 1dr, np; addryp, 1ip, 1; stackcut

5.4.1 Program Translation: [ p], = (C’, ¥', B)

The translation of a program p returns the final code region C’ with type ¥’ that contains all the blocks of code from
the whole program and the block B’ that jumps to main.

To translate a program p = fds rb, we start with the code region containing a block halt that simply halts the
machine. To halt, memory must be in a basic state where the stack has only the return value, and the contents of all
registers except for ry, are arbitrary. At the start of the assembly program, we first push an integer (so that we are in
the base memory state), set the return location to be halt, and jump to main.

The function declarations fds are translated beginning with this initial code region, accumulating code blocks and
resulting in the code region C' with type ¥. The provided “main” function to the program is b and we will map this
using the label main. It begins with the state necessary to jump to halt and will also finish in that state. Using the code
region C' containing the function declarations, the main block rb is translated as function “main”.

Lemma 6 proves that a well typed source program translates into a well typed assembly program.

Lemma 6 (Trans-p)
If[Fpl, = (C, ¥, B) andt = (H, (sk; ), sk, fst) and m = {ryp — sk.l, 1a110c — H.l'} then =Y (C,m,t, B) ok.

Proof 6
By Lemma Trans-fds (similar to Lemma 7) and Lemma §.
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[- + fds : T]s4s {halt — halt} {halt — Fp} = (C, )
[T+ rbok],, main C ¥[main — Fren] = (C', T')

[F fdsrb], = (C', ¥, (pushl; movn,, halt; jmpmain))

(trans-p)

where Fjo;; = Jxl:L, xl':L, 2k:TG.
more™ (2l-1) ® (zk.zl = int) @ (r, = S(zk.xl))
®@ more™ (z0') ® (ranoc = S(H.zl'-1)) ® Ky
® (ri =mns) ® (r = ns) @ (i, = ns) ® (1, = ns)
® first(zk)

Figure 16: Program Translation

5.4.2 Function Declaration Translation: [I' - fd:I"];, C ¥ = (C', ¥)

The translation of a function declaration adds an entry for the translation of the function contents in the code region
C under the label f. The return block 7b in the function is translated in a context that already contains the type of the
function f added to the code context W. This is needed to allow the function to be recursive.

Tk ads: (I, 7list) [U'[f:7list > 7] F7 rbok].p f C O[S : [rlist — 7], _] = (C', ¥)
[T'F7flads)rb:T[f : tlist > 1]];fa C ¥ = (C', ¥')

(trans-fd)

Figure 17: Function Declaration Translation

Lemma 7 checks that the given code region C' and code context W are consistent and that the values it returns are
also consistent.

Lemma 7 (Trans-fd)
If[0F fd:T'|jfqa C¥ = (C', V') and+ C : ¥ thent C' : V',

Proof 7
By Lemma 8.

5.4.3 Return Block Translation: [I' =" rb ok],, f Co ¥ = (C', ¥)

The translation of a return block rb translates the code in the block and then adds it to the code region Cy under the
name f.

The translation takes the current code region Cy, its type ¥, and the label of the current function f. ¥, is a step
ahead of CY; it already contains a type for f. This allows a function to be recursive.

The first thing the block does upon entry is to set the frame pointer to be equal to the stack pointer. Then it executes
the code resulting from the translations of [ds and ss. Before the return statement, the n arguments and sz of local
declarations and stack allocated data are popped off of the stack. Finally, the return value is pushed onto the stack.

The translation returns the code region C” and its type U’. Notice that C’ and ¥’ are in step.

Lemma 8 ensures that except for the entry for f, Cy has type ¥ and that when the translation of rb is finished, C’
has type 0.

Lemma 8 (Trans-rb)
If[T " rbok]p f Co ¥y = (C', ¥')andF Cy : (V1\f) thenk C" : V',
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[[F Flds : F/]]lds Vo= (V/, SZ/, Ilds)
[T ssok]s V' sz’ f Co U1 cb (mov gy, rip; Lias) = (C}, ¥4, b, I')
[T, V', sz', f]=(O, F) ["Fov:7], V'sz! fFr =1,
[T E7 {lds; ss;returnv} ok],, f Co ¥1 = (Cjlcb’ — I"], U))

(trans-rb)

where [ = I'; I,;; popra; ... popra; pushri; jmpfia

Figure 18: Return Block Translation

Proof 8
By Lemma Trans-Ids (similar to Lemma 9), Lemma Trans-ss (similar to Lemma 10), and Lemma 12.

5.4.4 Local Declaration Translation: [[' Fld : T];q V sz = (V/, 82/, I')

The translation of local declarations allocates space on the stack for each new variable. The translation takes the
variable map V" and the size sz allocated so far for the local declaration.

For variables that are initialized to values, space for the local variable is pushed on the stack, and the value is
moved into that stack slot. For declarations involving allocation, space is allocated in the appropriate place, the value
is loaded into the allocated space, and then a space for the local variable is made on the stack, and the pointer to the
newly allocated space is moved into that stack slot.

The translation returns the new variable map V' including a mapping for the new variable declared in the local
declaration, the new size sz of the local declarations on the stack (incremented by two if the value allocated stack
space, and incremented by one otherwise), and the sequence of instructions that does the allocation and initialization.

[CFv:7], VszfFr =1,
[TErz =v:Tz:7]JiaVsz = Vizgr—sz+1], sz+1, I')
where I’ = I,,;; pushry

(trans-ld-var)

[Trv:7], VszfFr =1,
[TF72 = newsv: Tz :7]]iq V sz = (V]z— sz +2], sz+2, I')
where I’ = I,,; pushry; mov 7o, Tip; pushro

(trans-1d-7 xg)

[THv:7], VszfFr =1,
[CE7z =newygv:T");qVsz = Vg sz+1], sz+1, I')
where I’ = Iv; add Talloc s 17 ST Talloc, 713 pU-ShTalloc

(trans-ld-7 )

Figure 19: Local Declaration Translation

Lemma 9 checks that the instruction sequence I’ correctly allocates space for the the variable. If a block B is
well-formed in the memory after the declaration, then a block consisting of the instruction sequence I’ and the block
B should be well-formed in the original memory. In other words, the instruction sequence I’ takes us from the original
memory shape to the memory shape after the declaration.

Lemma 9 (Trans-1d)

If[CHId:T ]V sz = (V', sz, I') thenVB. (©' | F' - Bok = © | F - (I'; B) ok) where [T, V, sz, f] =
(©, F),and[I', V', s2', f] = (©', F").
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Proof 9
By cases on the translation.

5.4.5 Statement Translation: [I' - sok], V sz f Co ¥1 cb I = (C}, ¥, b, I')

The translation of statements translates each statement into a sequence of assembly instructions. The translation takes
the variable map V/, local declaration size sz, function name f, code region C, code context W1, code label cb of the
block currently being translated, and instruction sequence I of translated instructions so far.

To determine the state of memory we canuse I, V, sz, and f: [I', V, sz, f] = (©, F). The memory state will
be constant between each statement since all allocation is done in /ds. The temporary registers r; and ro may change
within the translation of a statement, but they are not used across statements, and therefore can be assumed to be ns.

The code region Cj contains all the code blocks already translated. The code context ¥, contains the types of all
blocks already translated, and also includes the type of the code block cb, since the block may be recursive. Except for
cb, the domains of Cy and ¥ are equal, and for every element x in the joint domain, (¥, (z) = 30,.F, — 0) =
(©; || Fy F Co(x) ok).

The code label cb is the name of the current block being translated and I accumulates the instructions that provide
the translation of the previous statements in the block. The translation returns the new code region C, code context

1, code label ¢b’, and sequence of instructions I’. Except for cb’, the other return values are all either the same as or
extensions of the equivalent inputs. c¢b’ will either be the same as ¢b or it will be a fresh code label.

In the simple cases that do not create new code blocks (simple variable assignment, addition, subtraction, variable
dereference, and update), C};, ¥/, and cb’ are the corresponding inputs and I’ is the sequence of assembly instructions
that that perform the operation. The cases for function calls and if statements involve control flow, so they create new
code blocks, which means that C{; and U] are extensions of the corresponding inputs and ¢b’ is a fresh label.

For function calls z = f(avs), we create a sequence of instructions consisting of the current instructions I,
instructions to save the frame pointer and return address on the stack, the instructions to push the arguments onto the
stack, and then instructions to call the function f. We add this entire sequence to the code region Cy under the name
cb. Then we begin the next code block cb.,,: Which represents the return point of the function call. The first thing
the code will do when it returns is pop the result off of the stack and store it into the space for x as well as restore the
frame pointer and return address. The translation returns at this point, so the next statement translated will be part of
Cbcont-

For if statements if v then ss; else sso, we create a sequence of instructions consisting of the current instructions
I and instructions to check the condition v and branch appropriately to either cby,ye OF cbraise. We then translate the
blocks 55¢rye and 5 rq14e, using the code labels cbyyq,e and cbyqse respectively. These translations will each return
a new code region (C§ and Cg'), code context (¥} and W/), code label (cb and cb”), and instruction sequence (I*
and If). Each translation may have added an arbitrary number of code blocks, depending on the number of nested if
statements and function calls it contained. The final code region we return contains the union of C{ and Cg with the
addition of two blocks to finish the code from each translation and terminate it in a jump to cbcon¢. The final code
context is the union of ¥} and \I/{ with the addition of the type of cb.,y¢. The translation returns with an empty block
with label b, that will be the control flow merge point after the if statement.
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IT, V, sz, f]=(O, F) F'kFx:7
[THv:7], VszfFr =1, (1 # 7/ *g)

[TFx =vok]s Vsz fCyTycbI = (Co, ¥y, cb, (I; I,; updatex))

(trans-s-varassign)

[T, V, sz, f]=(O, F) I'kx:int
[CFov :int), Vsz fFry =1 [Tk v :int], V sz f (F[ry :=int]) ry = I

trans-s-add
[Tz = v +ve0k]s VszfCo¥yebl =(Co, Uy, cb, (I; I1; Iz; addry,r1,72; updatez)) ( )

[T, V, sz, f]=(O, F) F'kz:int
[CHwv int), VszfFry =1 [T F v :int], V sz f (F[ry :=int]) ry = I
(trans-s-sub)
[TFx =wv —ve0k]s VszfCo¥ycbl =(Co, ¥y, cb, (I; I; I; subry,ry,r2; updatez))
[T, V, sz, f]=(O, F) 'tx:7
[Chv:Tx], VszfFr =1, (1 # 7' %xg)

trans-s-deref
[Tz =lvok]s V sz fCo¥yebl = (Co, ¥y, cb, (I; I,; 1d71,7r1; updatex)) (trans-s-deref)

[T, V, sz, f]=(O, F) 'kax:7r (1 # 7' %g)
[CFocint], Vsz fFr =1 [T Fwg:int], V sz f (Flry:=[1]--]) r2 = L2

trans-s-update
[T v :=v20k]s VszfCoWychbl = (Co, Wy, cb, (I} I; Iz; stry,m2)) (trans-s-up )

[T, V, sz, f]=(O, F) [CFv:int), VszfFr =1,
[T+ ssyok]s V sz f Cr (P1[chyrye — (3O.F — 0)]) cbirue 0 = (C§, WY, cbt, I')
[T F ssg 0k]s V sz f C1 (W1[chrarse — (30.F — 0)]) chfaree O = (CF, Wi, bl I7)

trans-s-if
[T - if v then 55, else ss5 ok], V 52 f Co W1 cb I = (Ch, W, choont 0) ( )
where C1 = (Colcb = (I; I; bz 11, cbraise; Jmp chirue)])
Cy = (C'é U C({)[Cbt = (I'; jmp cbeont)] [be = (If§ jmp cbeont)]
U = (U U] [cheont — (3O.F — 0)]
T'Ef:7list > 1 T'Fax:7 (1 # 7' %)
[T, V, sz, f]=(O, F)
[IT; rlist b avs ok]qws V 82 f [1 = Iaps t . i
[T 2 = Flavs) okla V 52 F Co Wr cb T = (Cr, Wa, chognr, 0) \rans-s-funcall)
where F = more” (zf) ® first(zk) ® (rp = S(zk.2l+1)) ® (np = S(thkun.2l+52)) ® (ha = Fra) @ Frem

Feont = more™ (20-3) @ (wher.wl-2 = [7]; Thiet) ® (hra.wl-1 = Fpy)
® (whtp. 2l = S(zhan.xl)) & first(whe)
@ W 2ha=kiet+1) @ (ahkgp=2ka+1) @ (2k=1kip+1)
® (r5p = S(thier.20-2)) ® (1 = n8) @ (1p = n8s)

®Fmem
econt = 67 Ikreta Ikraa Ikrfp
C(1 - C10 [Cb — (I, PUSh Tps PUSh Tra; Iavs; MOV Tra, Cbcont; JmP f)}
\112 = \Ijl[d)cont = (chont'Fcont - O)]

Figure 20: Statement Translation
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Lemma 10 ensure that before and after translating the statement, the code region is one step ahead of the code
context and that the instruction sequence preserves the shape of memory. We use the notation (¥;\cb) to mean the
function ¥, without the mapping for cb.

Lemma 10 (Trans-s)

If[TFsok]s VszfCoWicbl = (Cp, Uy, b/, I')

andt Cy : (U1\cb) andVB. (O || FF Bok = O || Fop - (I; B) ok)

thent C§ : (Ui\cb') andVB. (© | F + Bok = ©/, | F/, - (I'; B) ok)

where [I', V, sz, f] =(0, F), U1(cb) =30 p.Fop — 0, and ¥/ (cb’) =307, .F/, — 0.

Proof 10
By cases on the translation using Lemma Trans-ss (similar to Lemma 10) and Lemma 12.

5.4.6 Value Translation: [T Fov: 7], Vsz fFyr =T

The translation of a value simply copies the value into the provided register. The translation takes the variable map
V, 1ds size sz, function name f, current formula F, and result register 7. The first three are used to reconstruct the
state of memory (O, F') between statements. The current formula F} is the state of memory right before the call to
translate-value.

The memory state is always consistent between sequences of instructions corresponding to distinct statements,
but within the commands for the translation of a statement, the memory state may change because of values in the
temporary registers r; and r. So the only possible difference between F' and I is the values in the temporary register
other than the one that is about to be written into.

The value translation returns the sequence of instructions I’ that move the value into 7.

trans-v-int
[[I‘Fn:int]]UVsszr:movr,n( )

[(x)=r1
[CFz:7], VszfFr =(movrnp; addr,V(z); 1dr,r)

(trans-v-var)

[Crov:7], VszfFr =1, <7
[CFv:7], VszfFr =1,

(trans-v-subtype)

Figure 21: Value Translation

Lemma 11 proves that the subtyping relationship between heap and stack pointers exists at the assembly level. In
other words, given two source level types that are subtypes, we can make them look equivalent at the assembly level.

Lemma 11 (Subtype)
IfT <7’ then [r']; H = [7]- H.

Proof 11
By cases on the subtyping relationship.

Lemma 12 checks that the current formula F3 is just the shape of memory with possibly an updated temporary
register and that the sequence of instructions I’ terminates in a state where F} is updated with the translation of value
vinr.
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If the value is not a 7/ xg then the type translation [7], ok is the same whether zk is H or k.. However, in the case
where 7 is 7’/ *g, we have the option of using a “’real” stack pointer or a heap pointer that is being treated as a stack
pointer (using the subtyping relationship). We only need to prove the lemma holds in one of these cases, but any use
of this lemma may not assume which case we are using unless it has information about the structure of 7.

Lemma 12 (Trans-v)

IfllFv:7], VszfFir =1

and 3’ .Fy = F[r' .= 7]

thenVB. (O || F'[r := [7], k] F Bok = ©/, || F/, F (I'; B) ok)

where [T, V, sz, f] = (O, F), zk is either H or k,, r is either r1 or ro, and 1’ is the other one of 1 orrs.

Proof 12
By cases on the translation and Lemma 11.

5.4.7 Argument Translation: [I';v F 7], V sz f 7done = I’

The translation of arguments to a function call pushes the each argument onto to the stack. The translation takes the
variable map V/, 1ds size sz, function name f, and list of translated argument types T7done. It uses this information to
reconstruct the state of memory (©, F') before the current argument is pushed.

The translation returns the sequence of instructions I’ that push the value onto the stack.

[[F,‘/,SZ,f]]:(@7F) IIFFU:T/]]UVSZfFTl :Iv
[T;v & 7]aw V sz f Tdone = I,,;; pushr;

(trans-av)

Figure 22: Argument Translation

Lemma 13 determines what the shape of memory should be before and after pushing the value and then proves
that the instruction sequence I’ links these two memory states.

Lemma 13 (Trans-av)

If[T;av b T]aw V sz f done =T’

thenVB. (O, | F; - Bok =0 || F I (I'; B)ok)

where [T, V, sz, f, rdoneQ|7]] = (0., F;), and [T, V, sz, f, rdone] = (O, F).

Proof 13
By cases on the structure of 7 and Lemma 12.

5.5 Proof of Type Preservation

We prove that our translation is type preserving by proving that the translation of a well typed source program is also
well typed.

Theorem 14 (Type Preservation of the Translation)
If[p] = (C, ¥, B) then there exists an initial memory m and initial tag tree t such that =" (C,m,t, B) ok

Proof 14
This follows immediately from Lemma 6.
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6 Conclusion

In this paper we have presented a general logic with domain-specific predicates that is powerful enough to express
general heap and stack allocation. We have demonstrated this expressiveness by defining a translation from a language
that abstracts the important stack allocation features of CLI to our assembly language.

The choice of a tag tree matches well with a stack. We plan to investigate if it generalizes to other schemes that are
not LIFO. The combination of unrestricted capabilities with versioning and a validity scheme for the versions seems
promising as a general logic for memory management.
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